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Compliance Questionnaire and
Reliability Standard Audit Worksheet


EOP-004-1 — Disturbance Reporting 



Registered Entity: (Must be completed by the Compliance Enforcement Authority)
NCR Number: (Must be completed by the Compliance Enforcement Authority)
Applicable Function(s):  RC, BA, TOP, GOP, LSE, RRO/RE
Auditors:



	






Disclaimer
	
[bookmark: OLE_LINK3][bookmark: OLE_LINK4]	NERC developed this Reliability Standard Audit Worksheet (RSAW) language in order to facilitate NERC’s and the Regional Entities’ assessment of a registered entity’s compliance with this Reliability Standard.  The NERC RSAW language is written to specific versions of each NERC Reliability Standard.  Entities using this RSAW should choose the version of the RSAW applicable to the Reliability Standard being assessed.  While the information included in this RSAW provides some of the methodology that NERC has elected to use to assess compliance with the requirements of the Reliability Standard, this document should not be treated as a substitute for the Reliability Standard or viewed as additional Reliability Standard requirements.  In all cases, the Regional Entity should rely on the language contained in the Reliability Standard itself, and not on the language contained in this RSAW, to determine compliance with the Reliability Standard.  NERC’s Reliability Standards can be found on NERC’s website at http://www.nerc.com/page.php?cid=2|20.   Additionally, NERC Reliability Standards are updated frequently, and this RSAW may not necessarily be updated with the same frequency.  Therefore, it is imperative that entities treat this RSAW as a reference document only, and not as a substitute or replacement for the Reliability Standard.  It is the responsibility of the registered entity to verify its compliance with the latest approved version of the Reliability Standards, by the applicable governmental authority, relevant to its registration status.

The NERC RSAW language contained within this document provides a non‑exclusive list, for informational purposes only, of examples of the types of evidence a registered entity may produce or may be asked to produce to demonstrate compliance with the Reliability Standard.  A registered entity’s adherence to the examples contained within this RSAW does not necessarily constitute compliance with the applicable Reliability Standard, and NERC and the Regional Entity using this RSAW reserves the right to request additional evidence from the registered entity that is not included in this RSAW.  Additionally, this RSAW includes excerpts from FERC Orders and other regulatory references.  The FERC Order cites are provided for ease of reference only, and this document does not necessarily include all applicable Order provisions.  In the event of a discrepancy between FERC Orders, and the language included in this document, FERC Orders shall prevail.    


	





Subject Matter Experts

Identify your company’s subject matter expert(s) responsible for this Reliability Standard.  Include the person's title, organization, and the requirement(s) for which they are responsible.  Include additional sheets if necessary.  


Response: (Registered Entity Response Required)

	SME Name
	Title
	Organization
	Requirement

	
	
	
	

	
	
	
	

	
	
	
	







Supporting Evidence and Documentation

	Response: (Registered Entity Response Required)

	
		   Provide the following:
	Document Title and/or File Name,  		Page and Section, 	 Date and Version

	R1
	

	R2
	

	R3
	

	R4
	

	R5
	





Reliability Standard Language



	EOP-004-1 — Disturbance Reporting



Purpose: 
Disturbances or unusual occurrences that jeopardize the operation of the Bulk Electric System, or result in system equipment damage or customer interruptions, need to be studied and understood to minimize the likelihood of similar events in the future.
	

Applicability:
	Reliability Coordinators
	Balancing Authorities
	Transmission Operators
	Generator Operators
	Load Serving Entities
	Regional Reliability Organizations/Regional Entities


NERC BOT Approval Date: 11/1/2006
FERC Approval Date: 3/16/2007
Reliability Standard Enforcement Date in the United States: 6/18/2007


Requirements:

Each Regional Reliability Organization shall establish and maintain a Regional reporting procedure to facilitate preparation of preliminary and final disturbance reports.

Describe, in narrative form, how you meet compliance with this requirement: 
(Registered Entity Response Required)

 


This section must be completed by the Compliance Enforcement Authority.

Compliance Assessment Approach Specific to EOP-004-1 R1

____ Determine if the Regional Reliability Organization/Regional Entity established and maintains a Regional reporting procedure to facilitate preparation of preliminary and final disturbance reports.

Detailed notes:



Additional Evidence Reviewed:
	Title
	Date
	Version

	
	
	

	
	
	

	
	
	




A Reliability Coordinator, Balancing Authority, Transmission Operator, Generator Operator or Load Serving Entity shall promptly analyze Bulk Electric System disturbances on its system or facilities.

Describe, in narrative form, how you meet compliance with this requirement: 
(Registered Entity Response Required)

 


Question:  Have you been involved in a BES disturbance or have you had a reportable incident within the past year?  If yes, provide a summation of the event.

Entity Response: (Registered Entity Response Required)

 


This section must be completed by the Compliance Enforcement Authority.

Compliance Assessment Approach Specific to EOP-004-1 R2

	
____ Determine if the entity analyzed Bulk Electric System disturbances on its system or facilities promptly.

Detailed notes:



Additional Evidence Reviewed:
	Title
	Date
	Version

	
	
	

	
	
	

	
	
	




A Reliability Coordinator, Balancing Authority, Transmission Operator, Generator Operator or Load Serving Entity experiencing a reportable incident shall provide a preliminary written report to its Regional Reliability Organization and NERC.

R1.1. The affected Reliability Coordinator, Balancing Authority, Transmission Operator, Generator Operator or Load Serving Entity shall submit within 24 hours of the disturbance or unusual occurrence either a copy of the report submitted to DOE, or, if no DOE report is required, a copy of the NERC Interconnection Reliability Operating Limit and Preliminary Disturbance Report form.  Events that are not identified until some time after they occur shall be reported within 24 hours of being recognized.
R1.2. Applicable reporting forms are provided in Attachments 1-EOP-004 and 2-EOP-004.
R1.3. Under certain adverse conditions, e.g., severe weather, it may not be possible to assess the damage caused by a disturbance and issue a written Interconnection Reliability Operating Limit and Preliminary Disturbance Report within 24 hours.  In such cases, the affected Reliability Coordinator, Balancing Authority, Transmission Operator, Generator Operator, or Load Serving Entity shall promptly notify its Regional Reliability Organization(s) and NERC, and verbally provide as much information as is available at that time.  The affected Reliability Coordinator, Balancing Authority, Transmission Operator, Generator Operator, or Load Serving Entity shall then provide timely, periodic verbal updates until adequate information is available to issue a written Preliminary Disturbance Report.
R1.4. If, in the judgment of the Regional Reliability Organization, after consultation with the Reliability Coordinator, Balancing Authority, Transmission Operator, Generator Operator, or Load Serving Entity in which a disturbance occurred, a final report is required, the affected Reliability Coordinator, Balancing Authority, Transmission Operator, Generator Operator, or Load Serving Entity shall prepare this report within 60 days.  As a minimum, the final report shall have a discussion of the events and its cause, the conclusions reached, and recommendations to prevent recurrence of this type of event.  The report shall be subject to Regional Reliability Organization approval.

Describe, in narrative form, how you meet compliance with this requirement: 
(Registered Entity Response Required)

 


This section must be completed by the Compliance Enforcement Authority.

Compliance Assessment Approach Specific to EOP-004-1 R3


	____ Determine if the entity experienced a reportable incident.
If yes to the above:

____ Determine if the entity provided a preliminary written report to its Regional Reliability Organization/Regional Entity and NERC.

____ Determine if the entity submitted a copy of the report submitted to DOE, or if no DOE report is required, a copy of the NERC Interconnection Reliability Operating Limit and Preliminary Disturbance Report form with 24 hours of the disturbance or unusual occurrence. Or, in the case of an event not identified until some time after it occurred, within 24 hours of being recognized.

____ Determine if adverse conditions prevent the assessment of damage caused by a disturbance and prevented the issuance of a written report within 24 hours.
If yes to the above:

____ Determine if the entity notified its Regional Reliability Organization/Regional Entity and NERC and verbally provided as much information as available at that time.

____ Determine if the entity provided timely, periodic verbal updates until adequate information is available to issue a written Preliminary Disturbance Report.

                ____ Determine if the Regional Reliability Organization/Regional Entity required a final report
         If yes to the above:

____ Determine if the entity that experienced the event prepared this report within 60 days.
If yes to the above:

____ Determine if the report had a:

____ A discussion of the events and cause

____ Conclusions reached

                                    ____ Recommendations to prevent a recurrence of this type of event 

Detailed notes:



Additional Evidence Reviewed:
	Title
	Date
	Version

	
	
	

	
	
	

	
	
	


	
	
When a Bulk Electric System disturbance occurs, the Regional Reliability Organization shall make its representatives on the NERC Operating Committee and Disturbance Analysis Working Group available to the affected Reliability Coordinator, Balancing Authority, Transmission Operator, Generator Operator, or Load Serving Entity immediately affected by the disturbance for the purpose of providing any needed assistance in the investigation and to assist in the preparation of a final report.

Describe, in narrative form, how you meet compliance with this requirement: 
(Registered Entity Response Required)

 



This section must be completed by the Compliance Enforcement Authority.

Compliance Assessment Approach Specific to EOP-004-1R4


____  Determine if the Regional Reliability Organization/Regional Entity made its representatives on the NERC Operating Committee and Disturbance Analysis Working Group available to the Reliability Coordinator, Balancing Authority, Transmission Operator, Generator Operator, or Load Serving Entity immediately affected by the disturbance for the purpose of providing any needed assistance in the investigation and to assist in the preparation of a final report in the event of a Bulk Electric System disturbance. 

Detailed notes:



Additional Evidence Reviewed:
	Title
	Date
	Version

	
	
	

	
	
	

	
	
	




The Regional Reliability Organization shall track and review the status of all final report recommendations at least twice each year to ensure they are being acted upon in a timely manner.  If any recommendation has not been acted on within two years, or if Regional Reliability Organization tracking and review indicates at any time that any recommendation is not being acted on with sufficient diligence, the Regional Reliability Organization shall notify the NERC Planning Committee and Operating Committee of the status of the recommendation(s) and the steps the Regional Reliability Organization has taken to accelerate implementation.

Describe, in narrative form, how you meet compliance with this requirement: 
(Registered Entity Response Required)

 


This section must be completed by the Compliance Enforcement Authority.

Compliance Assessment Approach Specific to EOP-004-1 R5

____ Determine if the Regional Reliability Organization/Regional Entity tracked and reviewed the status of all final report recommendations at least twice each year.

____ Determine if the Regional Reliability Organization/Regional Entity ensured all final report recommendations were being acted on in a timely manner.

____ Determine if a recommendation was not acted on within two years. 

____ Determine if the Regional Reliability Organization/Regional Entity tracking and review indicated that the recommendation was not being acted on with sufficient diligence.

If yes to the above:
____ For each instance, determine if the Regional Reliability Organization/Regional Entity notified the NERC Planning Committee and Operating Committee of the status of the recommendation(s) and the steps the Regional Reliability Organization/Regional Entity has taken to accelerate implementation.

Detailed notes:



Additional Evidence Reviewed:
	Title
	Date
	Version

	
	
	

	
	
	

	
	
	





















[bookmark: RSAW][bookmark: FERC][bookmark: OLE_LINK1][bookmark: OLE_LINK2]
Supplemental Information

Other ‑ The list of questions above is not all inclusive of evidence required to show compliance with the Reliability Standard. Provide additional information here, as necessary that demonstrates compliance with this Reliability Standard.

		Entity Response: (Registered Entity Response)

 





Compliance Findings Summary (to be filled out by auditor)

	Req.
	C
	PV
	NA
	Statement

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	

	4
	
	
	
	

	5
	
	
	
	




Excerpts from FERC Orders -- For Reference Purposes Only
Updated Through March 31, 2009
EOP-004-1

Order 693

P 541.  The Emergency Preparedness and Operations (EOP) group of proposed 	Reliability Standards consists of nine Reliability Standards that address 		preparation for emergencies, necessary actions during emergencies and system restoration and reporting following disturbances.

P 604.  EOP-004-1 establishes requirements for reporting system disturbances to the regional reliability organization and the ERO.250 It also establishes requirements for the analysis of these disturbances.

	P 611.  Complete and timely data is essential for analyzing system disturbances. In the NOPR, the Commission proposed modifying this disturbance Reporting Standard to include requirements necessary for users, owners and operators of the Bulk-Power System to provide disturbance data, voice recordings and other information collected during the disturbance to assist NERC in the investigation of the blackout or disturbance. … 

	P 612.  Requirement R2 of the Reliability Standard requires reliability coordinators, balancing authorities, transmission operators, generator operators and LSEs to promptly analyze disturbances on their system or facilities. …

	P 617.  While the Commission has identified concerns with regard to EOP-004-1, we believe that the proposal serves an important purpose in establishing requirements for reporting and analysis of system disturbances. Accordingly, the Commission approves Reliability Standard EOP-004-1 as mandatory and enforceable. … 





Revision History

	Version
	Date
	Reviewers
	Revision Description

	1
	5/5/10
	Craig Struck
	Added Revision History. Modified time period in question for R2 to align with Measures.
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